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5 Ways to Boost Your
Security Against ID and
Credit Card Theft

By Bryan Mills

A week hardly passes without news of credit
card and identity theft. Here are some security
measures you can take, including some you’ve
not likely heard of before now.

A few years ago, | was sitting down to dinner with my family
when | got a phone call from a department store inquiring
about my new credit card and recent purchases. | knew
right away | had a problem because I'd never shopped at
that store.

| left my dinner and started my own investigation. | spent
dozens of hours tracking the frauds and thefts. | soon
learned that five different credit cards had been opened in
my name; new debit cards had been issued from my bank;
and money had been transferred from my savings and
checking accounts.

Naturally, | was completely appalled. Now I’'m on a mission
to make sure people learn from my experiences and
consider putting into place new security measures, many
of which I'd never known about—and I'm in the financial
services business.
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Here are five ways you can improve your protection
against fraud:

1. CREATE SECRET “VERBAL
PASSWORDS” ON YOUR BANK AND CREDIT
CARD ACCOUNTS

Verbal passwords on all your bank and credit card
accounts will save you time, money, sanity, and future
chaos. Everyone enters a numbers-based key-code
password when withdrawing money from a bank
account at the ATM. Some, though not all, retail stores
request an ID when you make a credit card purchase
at the register. So why don’t banks require a password
when you make a transaction at the teller?

Most banks won't tell you to request a verbal password
or phrase to be placed on your bank accounts. This is
the most important thing you can do to protect yourself
from the fraudsters lurking out there. Here’s how to

do it:

Walk into your local bank and ask to speak with the
branch manager. When you meet with the branch
manager, request to speak about your accounts in a
private office. Once you are in a closed office, instruct
the branch manager to place a “verbal passcode” on
all over-the-counter and phone request withdrawals,
newly issued bank cards, and even transfers.

If the verbal password or phrase is not given, no
information or transactions may proceed. | had

this type of protection on one of my personal bank
accounts. Unfortunately, | didn’t do this on the other
one that was scammed for thousands of dollars in cash
with a teller at a bank in a completely different state.

Most bankers don’t even check the signature card
when given an over-the-counter withdrawal request.
The verbal passcode or phrase will be your guardian
and savior. One last thing: when you are asked to give
your verbal password, never say your passcode or
phrase out loud at the bank. Ask the teller for a piece
of paper when asked for your passcode. Write it down,
pass it to the teller and then take the paper back, tear
it up, and put it in the trash.

2. SIGN UP FOR INSTANT TEXT OR
EMAIL ALERTS

If you're worried your credit card or bank information
may have landed in the wrong hands, you should sign
up for text or email notifications with your credit card
company and bank. By doing this, you’ll receive a
notification anytime your account is charged. It's the
best way to monitor possible identity theft.

And the set-up is easy. You should be able to enable
these notifications on your credit card’s website and
through your bank’s online portal. If you have trouble,
contact customer service directly.

In many cases, you'll be able to customize your
notifications based on the transaction. It’s best to get
notifications for all transactions, however. In many
cases, a thief will test your card with a small charge
and you’ll want to catch it right away. Getting a
notification on your phone can help you stop the fraud
in its tracks.

3. PROTECT YOUR CREDIT FILE LIKE A PRO

If you really want to control your credit file, freeze your
account at all three of the credit bureaus: Equifax,
Experian, and TransUnion. This is the best way to
ensure that your credit is protected and it is free.

Freezing your credit gives you the power to lock or
unlock your credit file. It's your virtual credit file switch.
Once you freeze your credit file, no one can open a
new credit card account—not even you. If you want to
open a new credit card account or receive a bank loan,
you have to lift the freeze by providing a special PIN.
Once you are done, you can refreeze your file using
that same PIN. Without your PIN, your credit file can’t
be altered.

4. NEVER LET YOUR CREDIT CARD LEAVE
YOUR SIGHT

When you’re shopping or eating at a restaurant,

think twice before you hand over your credit card for
payment. When your card leaves your hands and is
out of your field of vision, this is when it can have its
information stolen via a smartphone camera or mini
card-reader called a skimmer. This type of fraud can
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happen in the moments you are waiting to get your
card back. The best defense is to be present when
your card is swiped (funny word, huh?).

5. AVOID MAKING IN-STORE CREDIT
CARD APPLICATIONS

| love to save money, especially during the special
promotions and the holidays. Most stores will offer
immediate credit and an attractive discount on all
new purchases with a new on-the-spot application
and approval.

Who is handling your paper application once it has
been given to the store clerk? This information can be
exposed to many unsavory people. If you really want
the credit and a special discount, you can call the
company’s credit department or fill out an application
online ahead of time.

This protects you in several ways: The information you
have given is with the headquarters representative.
The conversation is usually recorded and stored.
Once your application is approved and processed, it's
mailed to your home address. This will help keep your
information safer. You may have to call a company
representative for any in-store or online promotions
that may be used with your newly minted cards.

PROTECT YOURSELF WITH THESE
SECURITY MEASURES

Now is a good time to turn over a new leaf and
better protect your credit and bank accounts.
Through my experience, | believe that these safety
measures will save you some precious time and
unnecessary headaches.

Bryan Mills is a New York City writer.




	Blank Page

